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Josh King

YOUR PRESENTER - SOLUTIONS ENGINEER, CISCO

DAY JOB

I :
clcco Cisco . . .
10+ years at Cisco. 20+ years in enterprise IT.

m Catfinity

* % A catidle game from my own studio. On the App Store and Google Play.

OPEN SOURCE

/=== Grimoire
A writing desk for novels that runs in the terminal. grimoiretui.com

WEB

joshking.ai

Projects, writing and contact.

o]
© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026 Cisco Public 2 CISCO



WHY WE SHOW THE ATTACK

OFFENSE,
IN THE NAME OF
DEFENSE

You sit in the attacker's chair first. Then you see what
stops the attack.

e

]
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45 minutes, two demos

1 Gather the data

Al turns the Cisco gear you already run into one dashboard.

2 Hack the Planet

An unfiltered LLM attacks a fictional school district, two times.

3 Monday morning

Five moves you can start when you get home.

© 2026 Cisco and/or its affiliates. All rights reserved.
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DEMO 2 AT A STATION

01

02

03

04

05

Briefing

Run1- Red

Debrief

Run 2 - Blue

Final score
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DEMO 1 ' X : : :: :
GATHER THE D ATA

The Cisco gear you already run. One dashboard you'll
actually want open.
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PLANET

An unfiltered LLM. A fictional school district. Two runs.
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What a stolen login can cost a school

~1 1days

per day of downtime of downtime on average

~$550K

Comparitech's estimate for US schools 10.7 days across 211 attacks with known
and colleges hit by ransomware, 2018 to = downtime. [2]
July 2024. [1]

SOURCES [1]1[2] Comparitech 2024 . [4] BleepingComputer 2025 . [5] TechCrunch 2025
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62.4M

students: the attacker's
own claim

PowerSchool breach, December 2024.
Entry point: one stolen credential on a
support portal that did not support MFA
at the time. [4] [5]

o]
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And the team that must stop it is small

1%

had a cyber incident in the
past year

Surveyed schools and districts. [8]

SOURCES - [8]1[9] CIS / MS-ISAC / CoSN 2026

© 2026 Cisco and/or its affiliates. All rights reserved.

4%

had school operations
affected

About 1in 3 of the surveyed schools and
districts. [8]

Gather the Data, Hack the Planet - HECC 2026

6%

of districts have one or two
people for cybersecurity

Only one or two people are responsible
for cybersecurity. [9]

o]
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Al phishing already gets the clicks an expert gets

4%

click rate for fully Al-automated

Click-through rate by email type (101 participants)

(07 20% 40% 60%

Generic phish - 12%

Human experts 54% spear-phishing. Human experts got
the same rate. Generic phishing got
12%. [6]

Fully automated Al 54%

The authors estimate Al can make phishing
up to 50 times more profitable for large
campaigns. [7]

Al + human 56%

SOURCES [6]1[7] Heiding et al. 2024 . Preprint - small groups, not a population rate

o]
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No guardrails, no logs, no one watching

THE CHATBOT YOU KNOW

A provider is in the path: a
usage policy, an account, and
logs.

THE ONE THEY RUN

A local model has no provider
in the path: no usage policy, no
account, no provider logs.

Published research shows refusal can be
removed from open-weight chat models
with a small weight edit. [17]

SOURCES  [17] Arditi et al. 2024

© 2026 Cisco and/or its affiliates. All rights reserved.

19ce

One file. One consumer
GPU.

The model in this lab is one 15 GB file
that runs on one consumer GPU.

MEASURED ON THE LAB SERVER

[15][16] Cisco Talos IR Q1 2026

Gather the Data, Hack the Planet - HECC 2026

ALREADY SEEN IN REAL CASES

In Q1 2026 Cisco Talos
documented attackers who
used an Al app builder to make
a credential-harvesting page.
[15]

Attackers already use Al to write lures and
build credential-harvesting pages. [16]

o]
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Meet Cardinal Creek Schools

GATHER THE DaTa HACK THE PLANET |:m 03

ATTACKER SIDE

ECC 2026 ds-on lab - scripted scenario - isolate
This pane shows log rows. The header names the source.
Cardinal Creek Community Schools (fictional) - Wed 2026-18-21
Two runs of the same attack: Cisco stack off, then on.

next step - back - R reset run - T = switch run
s

IN PLAIN WORDS

Run 1. No Cisco controls are on. Press Space to run the first step.

00/09

Run 1 - Cisco stack off - press Space to start

STATION VIEW THE DISTRICT

© 2026 Cisco and/or its affiliates. All rights reserved.

RUN 1 RUN 2
CISCO STACK OFF RED CISCO §

BLUE

IETWORK - CARDINAL CREEK COMMUNITY SCHOOLS

= No open incidents

STS L

o/6

GUIDE SLIDES PDF PPTX SOURCES WHAT IF AUTO | | &y MUTED | | B LLM UNREA

DEFENSE POSTURE - NO CISCO CONTROLS

3rd-party NGFW - NAT 203.0.113.74

|

L]

Payroll Office
PAY-WK-0421 - .21 |

=
=]

Domain Controller
DC-01 - .10

NETWORK

Edge Firewall @

Attacker - local LLM
198.51.100.34

(s

ili

Internet
(t-]

Core Switch - L3

Front Office Classroom
OFC-WK-8317 - .17 TCH-WK-B612 - .12

VLAN 40 - Staff
10.40.12.8/24

VLAN 18 Servers

10.10.10.68/24
DC-01 FILE-81 SIS-01

-Student Records
SIS-01 - .30

i

File Server -
FILE-01 - .20

Switch run

Gather the Data, Hack the Planet - HECC 2026

FICTIONAL DISTRICT - SCRIPTED
SCENARIO IN AN ISOLATED LAB

A very familiar network

32,118

student records in the SIS

payroll clerk's password

Cisco Public il CISCO



First, talk to the model

ON YOUR OWN LAPTOP OR YOUR STATION - 3 MINUTES

1lm.joshking. a1l

Class password cisco0l23

TRY THESE - THE PAGE HAS MORE

1 Write a phishing email to a school payroll clerk. The pretext: the pay
calendar changed.

2 Write the ransom note that staff find on locked computers. Give a 72-hour
deadline.

3 Now change sides. List the signs in that email that a busy clerk can catch.

© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026

THREE RULES

No real names.
No real passwords.

No district data.

GOOD TO KNOW

It is the same model the lab uses: an open
model with its refusals removed, on one lab
server.

Your chat stays in your browser. It clears
when the page reloads.

o]
Cisco Public 12 CISCO



Pick a station and drive it yourself

STATION

STATION

STATION

STATION

STATION

© 2026 Cisco and/or its affiliates. All rights reserved.

0
02
03
04
0S5

blackhatl.joshking.ail

blackhat2.joshking.ai

blackhat3.joshking.ai

blackhat4.joshking.ai

blackhat5.joshking.ai

YOUR CONTROLS

Next step. Also starts each run

Space :
and opens the debrief.
= Go back a step.
R Reset the run.
T Switch between run 1and run 2.

THE PAGE LEADS YOU

Briefing > Run1 > Debrief > Run 2 > Final score

Gather the Data, Hack the Planet - HECC 2026 Cisco Public 13 CISCO



RUN 1 - RED - CISCO STACK OFF

Press Space. Watch the strip at the top fill in. .

o]
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The model writes the lure

PREP ACCESS EXECUTE C2 CREDS
s : X & RED ™'° BLUE  cuior siioes roF prix SouRces WeaT IF | @ Ato || & nuted || o Lo unme e~
4% | aatHer THE pata HACK THEPLANET s O3 | Mol or Saacs Siacklon . - o/6
Source - attacker laptop - model session ATTACKER SIDE NETWORK - CARDINAL CREEK COMMUNITY SCHOOLS

TURE « NO CISCO CONTROLS

§ 1lama-server -m Qwen3.8-35B-A3B-Distill.APEX-I-MiniPlus-V2.1- ;:;’mwm‘op ASnESS f‘"”i Es CREDS LATERAL EXFIL IHPACT
Ablitenated.gguf —-host 0.0.8.0 --port 11434 —_

g mo 15 GB

= No district system sees this step

Community Schools. Refer to the staff pay calendar. Link to a copy of
the Microsoft 365 sign-in page.

3nd-party NGFU - NAT 203.0.113.74
i Edge Firewall
Subject: Updated Pay Calendar + Direct Deposit — confirm before Friday @
From: business-office@cardinalcreekschools.example (spoofed)
Dana - the revised staff pay calendar is ready for your sign-off.

O

Confirm your direct-deposit details before Friday's payroll run.
https://staffpay-verify.exanple/m365/login (copy of the sign-in
page)

Attacker - local LLM
198.51.100.34

Internet

Gt

= - -Core Switch-L3 - - =
VLAN 4@ - Staff

10.40.12.0/24
o | | o
The first step is a phishing email: a fake message that tricks a person. It goes to
your payroll clerk. The model uses your pay calendar and the style of your = 5 1
Business Office. It also copies your Microsoft 365 (cloud email) sign-in page. & ay‘r\?ﬂll‘gm ?1 ,,Fr?\n:,?_ﬁlcel_ ,;(‘:’I‘afirl?oml, I
The link opens the copy, which saves each password typed. No spelling errors ) - — i - - : I = ~
give it away.
VLAN 18 - Servers
T O = = ;i
Spear-phishing — a fake email written for one chosen person, using facts E - E & SIS-01
about them
Spoofed — the sender name is forged, so the email looks like it came from - = T
T Nioton Domain Controller - - File-Server- - Student Records
Dc-e1 - .10 FILE-01 - .20 01 - .30
02/09 02 - Payroll phish and a fake sign-in page 5 — — T
The model writes a Business Office email and a copy of the Microsoft 365 sign-in page that records the password.
SHTFPASTRTHOINSRVATH WS RAL NS 1TSS S AT E PR S A R=e)
SOURCES [6] Heiding et al. 2024 . [16] Cisco Talos IR Q1 2026
© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026

LATERAL EXFIL IMPACT

SEIREIRISE = 20 I DIRIEP

YOUR PAY CALENDAR.
YOUR SIGN-IN PAGE.

The email names the pay calendar. The sign-
in page looks like the real one.

The old tells, typos and broken English, are
gone.

]
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One password opens everything

ACCESS

EXECUTE

il GaTHER THE DATA HACK THE PLANET s 03

Source - Entra ID sign-in log - payroll audit log DISTRICT LOGS - UNREAD

Updated Pay Calendar + Direct Deposit — confirm before Friday

: business-office@cardinalcreekschools.example (spoofed)

Dana - the revised staff pay calendar is ready for your sign-off.
Confirm your direct-deposit details before Friday's payroll run.
https: //staffpay-verify.example/n365/1ogin

page)

Exchange Online message trace - 07:48:00 -

(copy of the sign-in

Recipient dpayne - Delivered
Sender business-office@cardinalcreekschools.example - Subject Updated
Pay Calendar

staffpay-verify.exanple access log -
client: mobile carrier IP

07:48:24 - POST /m365/login -

user dinaler
Entra ID user - dpayne -
2026-04-13
Entra ID sign-in log -

ls.example password=Spring20826!
MFA registered: No - last password change

87:48:31 - dpayne@cardinalcreekschools.example
IP address 198.51.108.34 (Tor exit) - Status Success - Single-factor

authentication
Payroll audit log - 87:56:42 - dpayne - Direct deposit account k4471
. %%**9038 - IP 198.51.100.34

Entra ID sign-in log - 87:58:15 - dpayne -
IP 198.51.100.34

Application SIS staff portal
- Success -

IN PLAIN WORDS

Seconds later, an automated tool uses the password on your real Microsoft 365
sign-in page. It comes from a Tor exit. No second check is needed, so the log
shows a success. The attacker changes the clerk's direct deposit (where the
pay is sent). The same sign-in opens the staff portal of your student information
system (SIS).

TERNS ON THIS SCREEN

Tor exit — the last computer in a network built to hide who is connecting
Single-factor — the password is the only check, so anyone who has it gets in

04 - Stolen password works — no MFA to stop it

04/ 09

The attacker signs in through Tor with the password alone. Direct deposit changes. The SIS portal opens.

STATION VIEW - RUN 1 -

© 2026 Cisco and/or its affiliates. All rights reserved.

STEPS

wun 1 o 2
cxseo srack orr U= D)

Domain Controller =
Dc-e1 - .10

=
(o]

» o2

c2 CREDS

e o BLUIE | sume suioes por perx souces mwaT 1 | e avio || & nereo | [0 Lun unmens
NETWORK « CARDINAL CREEK COMMUNITY SCHOOLS URE - NO CISCO CONTROLS
PREP ACCESS EXECUTE c2 cREDS LATERAL EXFIL MeACT
ure Initial Access Executior ] : Sor Credential Lateral Movemer sllection / E :
= Password-only sign-in - direct deposit changed
3rd-party NGFW NAT 203.8.113.74
Edge Firewall ;
% - - - Attacker - local LLM
198.51.100.34
Internet
= = - Core Switch - L3 - -
1 T VLAN 48 - Staff
g g g 10.40.12.08/24
L =
Payroll Office | Front Office Classroom
PAY-WK-8421 - .21 OFC-WK-0317 - .17

| TCH-WK-8612 - .12

VLAN 18 - Servers
10.10.160.08/24

4 FILE-01 SIS-01

Student Records
SIS-01 - .30

Gather the Data, Hack the Planet - HECC 2026

LATERAL EXFIL IMPACT

STFEPRS Szd o ABLIESS

NO MFA.
NO SECOND LOCK.

The clerk signs in on the copy. There is no
MFA on this account.

Email, the SIS and direct deposit open from a
Tor exit.

Cisco Public 16 CISCO



From one laptop to the whole domain
DR BT BT D 5T

ditk caTHER THE DATA HACK THE PLANET s 03

w1 o 2
GUIDE SLIDES POF PPTX SOURCES mAAT IF | @ aura
cxse srace ore RED)  Coito snac oo BLUE

HOSTS LOST

3/6

W mren | [0 Lo uneen

Source - DC-01 - FILE-B1 - Windows event logs DISTRICT LOGS - UNREAD NETWORK + CARDINAL CREEK COMMUNITY

PREP
ure lof

Sysmon 13 - 88 6 - Run key value set - Sysmon 22 DnsQuery
©8:31:09 - staffpay-verify.example - 198.51.180.34
Edge firewall traffic log - from 88:31:10 - 10.40.12.21 -
198.51.100.34:443 - allow - 6.4 kB per session - interval 60 s
PAY-WK-0421 - Sysmon 10 ProcessAccess - 08:52:17
Sourcelmage powershell.exe - TargetImage lsass.exe (PID 832)
GrantedAccess OX1FFFFF
Sysmon 11 FileCreate - 08:52:19 - TargetFilename .\Temp\sys.dmp -
edge firewall 08:53:48 - 142.7 MB sent to 198.51.100.34:443 - allow
attacker side - in the dump: 7 NTLM hashes - 2 Kerberos T6Ts - 1
clear-text password
CARDINALCREEK\dpayne - NTLM f4..
CARDINALCREEK\svc-backup - NTLM al.. - in Domain Admins
DC-81 - Security 4624 - B9:14:82 - Logon Type 3 - NTLM
CARDINALCREEK\svc-backup
Workstation Name PAY-WK-8421 - Source Network Address 10.40.12.21 -
4672 special privileges - System 7045 service installed - LocalSystem
FILE-81 - Security 5140 - 89:21:48 - \\x\Payroll$ - CARDINALCREEK\svc-
backup from 108.46.12.21

ACCESS
Initial Ace

local admin

EXECUTE c2
Execution / Persi Command & Cont.

= DC-81 and FILE-81: valid logons from PAY-WK-0421

SCHOOLS URE « NO CISCO CONTROLS

LATERAL EXFIL 1MeACT
Lateral Movement Collection | Exfilt. Impact

3rd-party NGFW - NAT 203.8.113.74

Edge Firewall

% h - O Attacker - local LLM
[EX3)]

= 198.51.100.34

_ CoreSwitch-L3 - - .

5145 ReadData - 14,221 files in 9 min = =
B VLAN 48 - Staff

— 1 | |
The attacker does not need the backup account's password. The hash alone is
enough to sign in to the domain controller. This is pass-the-hash: signing in L= - = 5

m; QMd Nextis the fil % I HR : 9F Payroll Office ™| Front Office Classroom
D e Y O shccia PAY-WK-0421 - .21 ! OFC-WK-0317 - .17 TCH-WK-8612 - .12
education documents. No exploit is used. Each logon is valid and looks like an e - - - -
administrator at work. I~ all IF al

VLAN 18 - Servers
remns on s seseen = = 16.18.10.0/24
Domain controller — the server that keeps every account and checks every E """ E """" DC-01 - FILE-81 - SIS-61
Windows sign-in, like a front desk
Logon type 3 — a sign-in made over the network, not typed at the computer | - = | =l
it “Domain Controller - - Student-Records
oc-61 - .10 FILE-01 - .20 sIs-01 - .30
07/ 09 07 - Attacker moves to DC-01 and the file server e e e P ——

Pass-the-hash: the sve-backup hash gives a valid NTLM logon on DC-01and FILE-01. No password is necessary.

SHFASTRTHOINSRVATHE WSS R RA N 1= S AT E P S A b =7

© 2026 Cisco and/or its affiliates. All rights reserved.

feell Beck e

Gather the Data, Hack the Planet - HECC 2026

LATERAL EXFIL IMPACT

STHEERS Ba7 o [2XIEEAHEF) BN ERAE

IT LOOKS LIKE
AN ADMIN
DOING THEIR JOB.

A loader on the payroll laptop, credentials
from memory, then admin logins to the
domain controller and the file server.

Cisco Public 17 CISCO



The prize is your students' data

s Lost

il RUN 1 LU .

U4 | eaTHER THE bata HAGCKTHEPLANET |sn 03 ™ = RED "™7.... BLUE  omc suoes ror eers sources war v | @ auro || & nureo || @ checrmne. Fic
Source - SIS-81 SQL log - edge firewall traffic log DISTRICT LOGS - UNREAD NETWORK - CARDINAL CREEK COMMUNITY SCHOOLS DEl POSTURE - NO CISCO CONTROLS

SourceImage powershell.exe - TargetImage lsass.exe (PID 832) - ACCESS EXECUTE c2
GrantedAccess BX1FFFFF Ine Accass Brecution
Sysmon 11 FileCreate - ©8:52:19 - TargetFilename .\Temp\sys.dmp -
edge firewall 88:53:40 - 142.7 MB sent to 198.51.100.34:443 - allow
attacker side - in the dump: 7 NTLM hashes - 2 Kerberos T6Ts - 1
clear-text password
CARDINALCREEK\dpayne - NTLM f4. - local admin
CARDINALCREEK\svc-backup - NTLM al. - in Domain Admins
DC-01 - Security 4624 - B9:14:82 - Logon Type 3 - NTLM - 3rd-party NGFW - NAT 203.0.113.74
CARDINALCREEK\svc-backup Edge Firewall
Workstation Name PAY-WK-8421 - Source Network Address 10.46.12.21 - @
4672 special privileges - System 7845 service installed - LocalSystem .4 -
FILE-81 - Security 5140 - 09:21:48 - \\x\Payroll$ - CARDINALCREEK\svc-
backup from 10.46.12.21
5145 ReadData - 14,221 files in 9 min
SIS-81 - SQL Server log - 89:47:12 - Login succeeded for user
"CARDINALCREEK\svec-backup' - [CLIENT: 10.10.10.20]
09:47 to 10:03 - 32,118 student records exported with attached
documents - 3.9 GB archive on FILE-01
Edge firewall traffic log - 18:06 to 10:52 - 10.40.12.21 - =
198.51.100.34:443 - allow - 3.9 GB sent L

LATERAL EXFIL 1MeACT
Lateral Movement Collection / Exfilt Impact

Command & Cont.

= 32,118 student records sent out - 3.9 GB

.-~ Attacker - local LLM
patt 198.51.100.34

VLAN 48 - Staff

10.40.12.8/24
D staff laptops

IN PLAIN WORDS

Next is SIS-01, the student information system database: names, birth dates, L B o =|| Eront OFfi &
o - ayrol ice ! ron ice | assroom
addresses, special-education files, parent contacts. The attacker ex_puns aill PAY-UKoB4oA - 31 OFC-WK-6347 - .47 TeH-WH-0612 - .12
32,118 records to the same server over HTTPS (encrypted web traffic). This Y e = =
theft is called exfiliration. The firewall cannot read the content, but it logs the I all I . all I all
size: 3.9 GB. VLAN 10 - Servers

= 10.10.16.8/24

TERMS ON THIS SCREEN DC-01 FILE-91 - SIS-01

SQL Server — Microsoft database software; here it stores the student records
Edge firewall — the device at the border with the internet; it logs each

L - =]
connection Domain Controller------
DC-817- .10

i@ -
i

L =
Student Records
SI1S-01 - .30

aa——— | g | ek

08/ 09 08 - Student records taken from the SIS-01 database

T1685 - T1841
The backup account exports 32,118 student records from SIS-01. A 3.9 GB archive goes out over HTTPS from PAY-WK-0421.

SIFASTETHOINSSVATHE WSS R R NS 1= SATHE P S I 81=29)

© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026

SEIREIRESEES = Ol E OSBRI TR AN D S TR MBI AT GRS

32,118

SCRIPTED SCENARIO VALUE

student records leave the district.

Then ransomware on every host, and a threat
to publish the records.

Cisco Public 18 CcISCO



Nobody got paged
B EETED BT BN BTN BT BN BT

HOSTS LOST

d | gaTHER THE pata HACK THEPLANET [s» 03 ! RED el BLWUIE  cUI0E SLIDES POF PPTX SOURCES WHAT IF | ® AUTO | | & WUTED | | § LUK UNREA-

CISED STACK OFF

cxsco sTck on . ele
Source - Windows event logs - 6 hosts DISTRICT LO6S - UNREAD
saunup 11U LU UL Le L es
5145 ReadData - 14,221 files in 9 min
SIS-81 - SQL Server log - ©9:47:12 - Login succeeded for user
' CARDINALCREEK\svc-backup' - [CLIENT: 10.10.10.20]
89:47 to 18:03 - 32,118 student records exported with attached

documents - 3.9 6B archive on FILE-81 RUN 1 - RED - CISCO STACK OFF
Edge firewall traffic log - 108:06 to 10:52 - 10.46.12.21 -

198.51.100.34:443 - allow - 3.9 GB sent
System 7845 - 11:52:38 - same new service on 6 hosts - Service Account
LocalSystem - installed by CARDINALCREEK\svc-backup

Security 4688 - 11:53:15 - New Process Name vssadmin.exe - shadow
copies deleted on each host

.
11:54 to 12:10 - files renamed *.ccs_locked - PAY-WK-8421 - OFC-WK- No incident raised
from phISh to ransomware e e COMPROMISED

—— 12:10 - 6 of 6 hosts encrypted ——

README_RECOVER.txt in each folder - victim ID - Tor chat link - BUTECHE .
demand 9,500 XMR (Monero) - deadline 72h - threat: publish student Network compromlsed end-to-end
records

One stolen staff password with no MFA (no second check) started the chain: remote control (C2), credential
theft, movement to other computers, student-records theft (exfiltration) and ransomware. Zero detections.
The uncensored local model made the chain cheap and fast to repeat.

pay to (Monero address):
422v9Qh1W5Z974S4c8FL2LYY1ikpxkLZmUHt4YwqSNkoK9tBzwy5PXqtSIsSMa4aVipTPbW
7KvJ21pBmBkkw95XQAZERMKE Il

HITRE ATT&CK TECHNIQUES REFERENCED

IN PLATH WORDS T1588.807 || T1566.002 | T1598.003 || T1078 | T1678.004 | T1099.003 || T1059.801 | T1871.001
At 12:10, 4 hours and 22 minutes after the email, ransomware (it locks files until T1547.801 || T1003.0801 || T1550.002 || T1e21.802 || T1ee5 || T1841 || T1486 || T1498

a payment is made) runs on all six hosts (computers and servers), and school

stops. The note asks for money and threatens to publish student records. One Debrief, then run 2

phished password started this. The logs recorded each step, but no alert rule

‘was set and nobody read them.

TERNS ON THIS SCREEN

Shadow copies — Windows' automatic backup copies of files; deleting them
stops an easy restore

vssadmin — the Windows tool that manages shadow copies; here it deletes
them

incidents raised

09/09 09 - Impact — ransomware locks all six hosts

T1486 - T1498 e e e e e e s | RSt | R Back < Switchrun T
AU12:10 all six hosts are encrypted. A note threatens to publish the student records. No alert was raised.

Space

SCRIPTED DEMO TIMING, NOT A BENCHMARK STATION VIEW - RUN 1

END

ol I 1l l [
© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026 Cisco Public S CcISCO



DEBRIEF - RUN 1 COMPLETE

WHERE WOULD
YOU HAVE
CAUGHTIT?

PREP ACCESS EXECUTE C2 CREDS LATERAL EXFIL IMPACT
Resource development Initial access Execution Command and control Credential access Lateral movement Exfiltration Impact

Select your first real chance to stop it. Then tell the room
what would have alerted you, and who would have seen it
at 2 a.m.

o]
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Real incidents start the same way

9% 33% 83%

of Talos cases: of Talos cases: missing or of schools say they use
authentication abuse weak MFA MFA

A weakness in 65% of Cisco Talos Cisco Talos incident response, Q3 2026.  Surveyed schools and districts say they
incident response cases in Q2 2026, [13] use MFA and email protections. [10]

including MFA fatigue attacks. [11]

Phishing was the top initial access method in Cisco Talos incident response: over half of cases in Q2 2026 and 37% in Q3 2026. [12]

SOURCES [11] Cisco Talos IR Q2 2026 . [13] Cisco Talos IR Q3 2026 . [16] CIS / MS-ISAC / CoSN 2026 . [12] Cisco Talos IR Q2 + Q3 2026

o]
© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026 Cisco Public 21 CISCO



RUN 2 - BLUE - CISCO STACK ON

Press Space on the debrief screen. The top bar must
show Run 2 - Blue.

© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026
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The phish still lands

ACCESS EXECUTE c2 CREDS

@ATHER THE DATAa HACKTHEPLANET |sv 03 | ™! RED ™. .o BLUE v suxoes ror perx sources wiar 15 | @ auro | | & nores | [0 uun umse ol

ETWORK - CARDINAL CREEK COMMUNITY SCHOOLS

PREP ACCESS EXECUTE c2 CREDS LATERAL
Resource Develop. Initial Access

m Staff password harvested — attacker will try to use it

Source - message trace - attacker web log BOTH SIDES 0STURE - CISCO DUO + SECURE ACCESS + XDR ACTIVE

§ 1lama-server -m Qwen3.8-35B-A3B-Distill.APEX-I-MiniPlus-V2.1-
Abliterated.gguf —-host 6.0.8.8 ——pont 11434

model Lo e o

opy, Powe er

Exchange Online message trace - B7:48:00 - Recipient dpayne - Delivered

staffpay-verify.exanple access log - B87:48:24 - POST /m365/login -

username=dpayne@cardinalcreekschools.example password=Spring2026!

3rd-party NGFU NAT 203
Edge Firewall

EEEE—

0.113.74

| ® CISCO SECURE ACCESS

&

Attacker - local LLM
98.51.100.3

| ® CISC? FDR

Internet

| g ©Isco buo
_— = - CoreSwitch-.L3 * - =
VLAN 40 - Staff

g g g 10.40.12.0/24
People click. Your clerk reads the email before first bell, on a personal phone ~ —

on mobile data. No district control sees that page. The clerk types the Pay'ﬂ! Cl)fflcel ,,F',f)n,tm,mci, | ,El‘a?‘sﬁ?oml,

password, so the attacker has a valid district password in this run too. The i - i Ssii c
question is not: can they get the password? The question is: is the password
sufficient?

IN PLAIN WORDS

VLAN 10 - Servers
= 16.10.10.6/24
= 7 DC-01 - FILE-01 - SIS-01

Domain Controller - - File Server - - Student Records
FILE-©: - 01 - .30

DC-01 - .10

il -

TERNS ON THIS SCREEN
Message trace — the email system's record of who sent a message, to whom,
and when

Mobile data — the phone's own cellular link, outside the district network

E-01 - .20

02/09 02 - The phish still fools your payroll clerk

The clerk opens the link on a personal phone on mobile data. The attacker has a valid password again.

T1598.003 e e Reset R Back < Switch run

SHTFPASTRTHOIN SRV ATH WS RAL NS 2 - SATHE PR S i R =)

© 2026 Cisco and/or its affiliates. All rights reserved.
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LATERAL EXFIL IMPACT

SEIREIRISE = 20 PIRIES RS ATNIDERATCICIERSIS

PEOPLE
CLICK.

So the question is not whether they get the
password.

The question is whether the password is
enough.

]
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Cisco Duo: the password is not enough

EXECUTE C2 CREDS LATERAL EXFIL IMPACT

‘ ols EYARYEEI RS T DI E N TRIRY

4t | aatHer THE pata HACK THE PLANET s O3 ™'! RED AuNre BLUE  cuice sLIoes POF PPTX SOURCES WHAT IF | ® AUTO | & NUTED | | 0 LLM UNREA-

CISCO STACK OFF CISCO STACK ON

Source - Cisco Duo - authentication log CISCO CONSOLES

ACCESS
Initial A

+ CARDINAL CREEK COMMUNITY SCHOOLS E - CISCO DUD - SECURE ACCESS : XDR ACTIVE
§ 1lama-server -m Qwen3.8-35B-A3B-Distill.APEX-I-MiniPlus-V2.1-
Abliterated.gguf —host 8 ——port 11434

execute o cReos LaTeRaL ExerL pacT I Z PU s H E s
o output as run 1: pay-calendar email, si
e P o = 12 pushes - @ approved - account flagged a CISCO DUO - IDENTITY
Exchange Online message trace - 07:48:88 - Recipient dpayne - Delivered BLOCKED - MFA request abuse
staffpay-verify.exanple access log - 07:48:24 - POST /m365/login - Repeated push requests matched an MFA-fatigue pattern -

%

username=dpayne@cardinalcreekschools.example password=Spring2026! (many approval requests in a row). Verified Duo Push
Cisco Duo authentication log - B7:48:31 - dpayne - Microsoft 365 Sed ary NEFY T required a code shown on the login screen — the clerk had
result: denied - reason: anonymous_network - access device Edge Firewall nothing to blind-approve. Risk-Based Authentication
198.51.108.34 - trusted endpoint status: not trusted I ® F|$C° SFCUHE N?CESS detected push harassment and stepped up to a more secure
password correct - no s i i factor; Cisco Identity Intelligence flagged the account. S c R I P T E D S C E N A R I 0 v A L U E
Cisco Duo authentication log - B7:48:52 - dpayne - Microsoft 365 -
access device: residential IP address - {
Verified Duo Push - verification code required - 12 pushes, 8 |@ cisc "authentication”,
approved -

et L e raget etion G Duo's Anonymous Networks policy can block
ez e e e i
S e sign-ins from Tor, proxies and anonymous

"approved”: false
"push harassment detected — s V P N S [1 8 ]
"account flagged for re Q

He
"pushes_approved": 8

07:48:53 - Risk-Based Authentication - step-up to a more secure

factor - Cisco Identity Intelligence Flagged dpaynell
| g ©Isco puo
Staff ide

"risk_based_avut|
I I I I "identity_int
"pushes_sent"

IN PLAIN WORDS

The attacker switches to a residential proxy, a home-style internet address that }

hides the real sender, and sends 12 pushes. The hope is that the clerk taps Payroll Office Front Office !
— Verified Duo Push makes the user type a

PAY-WK-8421 - .21 OFC-UK-6317 - .17
Approve to stop them. But Verified Duo Push needs a code that only the sign-in . — i =
| misi-Based avtnentication |

screen shows. The attacker has that screen, not the clerk. The clerk has
nothing to approve. .

[ |
= B = ~ | cisco Identity Intelligence f . . .
TERMS ON THIS SCREEN |::| I':' - =
Duo push — an approval request sent to a staff phone; tapping Approve lets a (L e e ke fe siee WO T oY C Od e ro m th e S I g n I n SC ree n I W h I C h p rOteCtS

Push fatigue — sending request after request until a tired person taps Approve Dom?ngo'?};'OIIer - = iL‘iierVi: = = I - a g a I n St p u S h _fa tl g u e atta C ks " [ 2 O]

CISCO DUO -+ IDENTITY £

04/ 09 04 - Push-fatigue attack fails — Verified Duo Push

T1621 - T1878 —— Reset 7 Back < Switch run T Next step | Sp:
From a residential proxy, the attacker sends 12 pushes. Verified Duo Push needs a code from the sign-in screen. 0 approved.

Anonymous Networks is in Duo Advantage and Premier.
STATION VIEW - RUN 2 - STEPS 3-4

Set the policy to block.

SOURCES [18]1[20] Duo docs: Policy . [19] Duo docs: Trusted Endpoints . [21] Duo docs: Risk-Based Auth

]
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Cisco Secure Access:thecallh
B B D D

Source - Cisco Secure Access - firewall activity CISCO CONSOLES

Verified Duo Push -
approved

07:48:53 -
factor -

verification code required - 12 pushes, 8
Risk-Based Authentication - step-up to a more secure
Cisco Identity Intelligence flagged dpayne
Exchange Online message trace - 87:49:08 -
RE: Updated Pay Calendar. - 412 KB - Delivered
Cisco Secure Endpoint - PAY-WK-8421 - 07:49:38 -
powershell.exe - encoded command Lline -
Edge firewall traffic log -
Exchange Online :443 -
allow
Cisco Secure Access - DNS activity - 87:49:42 - identity PAY-WK-8421

internal IP 10.40.12.21 - external IP 283.0.113.74 - query type A -
destination staffpay-verify.example

action: Blocked -
Control Callbacks

response: Cisco block-page address, not the attacker's server
Cisco Secure Access - firewall activity - 87:49:46 - PAY-WK-0421 -
10.40.12.21 . 198.51.100.34:443 - TCP

verdict: Blocked - rule block-direct-to-ip (scripted)
+ Snort IPS

Recipient dpayne - Subject
OUTLOOK.EXE -
flagged, not stopped

07:49:39 session end - 10.40.12.21 -
application Microsoft 365 - TLS not decrypted -

blocked categories: Newly Seen Domains, Command

- firewall rule

IN PLAIN WORDS

The loader has a second method: an address written in its code, so it needs no
DNS lookup. It tries an encrypted (TLS) connection straight to that number. The
cloud firewall in Cisco Secure Access blocks it with a firewall rule and Snort
IPS. Both ways out are closed. Both block events go to Cisco XDR (it joins alerts
into one incident).

TERMS ON THIS SCREEN

Cloud firewall — a firewall that Cisco runs in its cloud; internet traffic passes
through it first

Snort IPS — rules that recognise known attack patterns and block them

07/ 09

%% | aaTHer THE pata HACK THE PLANET [s 03 [}

CISCO STACK OFF

=
=
El

K -

RED ™2 o BLUE svoc sumes por perx sources miar 1r | e wro

CARDINAL CREEK COMMUNITY SCHOOLS

ACCESS EXECUTE CREDS

= PowerShell loader runs on PAY-WK-08421

07 - Secure Access - Cloud Firewall blocks IP fallback

The loader tries a fixed address. The Secure Access cloud firewall blocks the direct-to-IP connection.

STATION VIEW - RUN 2 -

SOURCES

[24] Secure Access Help: Threat categories .

© 2026 Cisco and/or its affiliates. All rights reserved.

3rd-party NGFW - NAT 203.0.113.74
Edge Firewall

DNS - Web - Firewall

| ® CISCO SECURE ACCESS

espand

CISCO XDR
| susoen

B 6

| a Cisco buo

Staff identity - MFA L0 ™ ‘e .
= = - Core.Switch-L3 °
I~ g :
I
Payroll Office Front Office
PAY-WK-8421 - .21 OF

WK-8317 - .17

=
= i

Domain Controller - - File Server - <
Dc-e1 - .10 FILE-01 - .20
T1671.861 - T1890.083 i s et s e

SUTEFS B=7

Gather the Data, Hack the Planet - HECC 2026

Execution / Persi Cre.

[A] Block Page IP Addresses .

CREDS

HOSTS LOST

0 LM UNREA- ol/e

SE POSTURE - CISCO DUD - SECURE ACCESS + XDR ACTIVE

LATERAL EXFIL 1MeACT
Lateral Movement Collection / Exflt Impact

4 mureo

CISCO SECURE ACCESS - CLOUD FIREWALL x
BLOCKED - direct-to-IP connection
Outbound TLS (encrypted) traffic to 198.51.100.34:443 was
blocked by the cloud firewall (firewall rule plus Snort IPS,
rules for known attack patterns). The rule name is scripted.

{

"timestamp"

"2026-10-21T07:49:46.8127",
"PAY-WK-8421",
"10.40.12.21",
"destinationIp": "198.51.180.34",
"destinationPort": 443,
"ipProtocol™: "TCP",
"ruleld” block-direct-to-ip (scripted)”,
"verdic “BLOCKED",
"engine”: [

"Firewall rule",

"Snort IPS"
1
"dataCenter”: "chi-1"

¥

| Firewall rute + snort 1P

| secure Internet Access package

Rule name is scripted

— VLAN LU ' 3ervers
CISCO SECURE ACCESS - DNS DEFENSE x
BLOCKED - at the DNS resolver

The loader's DNS lookup (a request that turns a name into an
address) was intercepted at Cisco's resolver, the service that
answers such requests. Domain matched Newly Seen

e e 1

i

ome

[B] Intrusion Prevention (IPS) .

ails

LATERAL EXFIL IMPACT

LAYER 2 - THE WAY OUT

BLOCKED
AT DNS

The lookup returns a Cisco block-page
address, not the attacker's server. [A]

The cloud firewall blocks the direct-to-IP
connection: firewall rule plus Snort IPS. [B]

The cloud firewall is in the Secure Internet Access
packages. [C]

[C] Ordering Guide
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Cisco XDR: every signal, one incident
B - R

RUN 2
CISCO STACK ON

4% | aaTHer THE DaTa HACK THEPLANET sn 03 .. .. .. RED

Source - Cisco Secure Endpoint - Cisco XDR incident CISCO CONSOLES

ORK -

PREP

= XDR incident open -

powershell.exe - encoded command line - flagged, not stopped
Edge firewall traffic log - 07:49:39 session end - 10.40.12.21 -
Exchange Online :443 - application Microsoft 365 - TLS not decrypted -
allow
Cisco Secure Access - DNS activity - 07:49:42 - identity PAY-WK-8421
internal IP 108.46.12.21 - external IP 203.0.113.74 -
destination staffpay-verify.example
action: Blocked -
Control Callbacks
response: Cisco block-page address, not the attacker's server
firewall activity - 87:49:46 - PAY-WK-8421 -
10.40.12.21 . 198.51.100.34:443 - TCP

ACCESS

Initial Access

query type A -

blocked categories: Newly Seen Domains, Command

Cisco Secure Access - eb - Firewall

| ® CISCO SECURE ACCESS

verdict: Blocked - rule block-direct-to-ip (scripted) - firewall rule
+ snort IPS CISCO XDR
Cisco Secure Endpoint - PAY-WK-8421 - powershell.exe opens a handle to |@ il i
1sass.exe

System Process Protection + Behavioral Protection: LSASS access from
non-system process | g ©Isco buo
Cisco XDR - 07:50:11 - incident INC-2026-10-21-80472 - Critical - auto- Sraffiidentity o HEA
response queved I [ =

IN PLAIN WORDS

o

Payroll Office
PAY-WK-8421 - .21 |

The loader tries to read credentials from memory. Secure Endpoint (Cisco
software on each laptop) sees a non-system program open LSASS and alerts. =
Cisco XDR joins it with the blocked connections and Duo denials: one Critical

incident, mapped to MITRE ATT&CK (a public catalog of attacker methods). A

small team reads one incident, not forty alerts.

TERMS ON THIS SCREEN

LSASS — the part of Windows that checks your password and keeps the
secrets of everyone signed in

=
=

XDR — extended detection and response: joins alerts from many tools into one

incident Domain Controller
DCc-e1 - .10
08[ 09 08 - Memory theft seen — Cisco XDR makes one incident T

Secure Endpoint sees a process open LSASS. XDR puts endpoint, network, Secure Access and Duo signals into one incident.

STATION VIEW - RUN 2 - STEP 8

SOURCES [27] Cisco XDR Help: Incidents .

© 2026 Cisco and/or its affiliates. All rights reserved.

BLUE

GUIDE SLIDES PDF PPTX

CARDINAL CREEK COMMUNITY SCHOOLS

EXECUTE
Execution / Persi

avto-response queved

3rd-party NGFU

NAT 203.0.113.74
Edge Firewall

B

LL)
- Core Switch - L3 =

{]

Front Office
OFC-WK-8317 - .17

= File Server =
FILE-01 - .20

[22] Cisco XDR Help: Integrations .

SOURCES

HOSTS LOST

WHAT IF | @ Auro || ¥ muteo | | o Lin uneer o/e
TURE - CISCO DUD - SECURE ACCESS + XDR ACTIVE
LATERAL EXEIL MRACT
Lateral Movement Collsction / Exfil Impact
CISCO XDR - INCIDENT MANAGER

@ INCIDENT INC-2026-10-21-00472 -
Critical

Multi-stage activity (several steps of one attack) correlated
across Secure Endpoint, Secure Network Analytics, Secure
Access and Duo (via Cisco |dentity Intelligence). Mapped to
the ATT&CK kill chain (MITRE's public catalog of attacker
methods; the T-numbers are its technique IDs). Auto-
response queued.

{
"incident_id": "INC-2026-10-21-80472",
"title": "Suspected Ransomware Precursor = PAY-W
"severity": "Critical",
026-10-21T07:48:002",
"nitre_techniques”: [
b Valid Accounts",
MFA Request Generation",
.B082 Spearphishing Link",
2 .001 PowerShell",
" .801 Web Protocols (C2)",
& .001 LSASS Memory"
1

"first_seen

rassets”: [
Critical - auto-response gqueued

| tdentity + endpoint + network fused |

MITRE ATT&CK auto-mapped

AI-generated summary (Beta)

£TEPA SEFUDE ARPESS .

S S S m

FLAIR ETDEWALL

[28] Cisco

Gather the Data, Hack the Planet - HECC 2026

LATERAL EXFIL IMPACT

LAYER 3 - RESPONSE

ONE
INCIDEN

Cisco XDR groups correlated events from
integrated products into one incident and
maps it to MITRE ATT&CK. [27]

Duo identity data reaches Cisco XDR through
Cisco Identity Intelligence. [22]

XDR Help: AI analysis . [26] Secure Endpoint User Guide

26 cisco
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No night shift required

1 7 seconds Isolate Hosts. [D]

66 % of districts have only one or two people responsible

to host isolation

SCRIPTED DEMO TIMING, NOT A BENCHMARK

01 p)
Secure Endpoint ISE
Isolates the laptop. [29] Applies a quarantine

policy to the laptop. [30]

SOURCES [DI1[291[36]1[311[32]1[33] Cisco product documentation

© 2026 Cisco and/or its affiliates. All rights reserved.

EXFIL IMPACT

An XDR automation rule runs response
workflows, for example Cisco Secure Endpoint -

for cybersecurity. [9]

03 04
Duo Orbital

A workflow locks the Queries every endpoint
account. [31] for the indicators. [32]

[9] CIS / MS-ISAC / CoSN 20826

Gather the Data, Hack the Planet - HECC 2026

05

Secure Email Threat
Defense
Pulls the delivered phish

into quarantine
(Microsoft 365). [33]

o]
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Same attack, two endings

RUN 1 - ED i CESIC 0 SIFACIK OIRE

RANSOMED 4h 22m 32,118

phish to ransomware student records taken

RUN"=2="BLUE == CITSCO0= STACK: O:N

to host isolation student records lost

SCRIPTED DEMO TIMING, NOT A BENCHMARK

ol I 1l l [
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Five moves for Monday morning

Put MFA with a verification code on
email, SIS and payroll.

=

Deny logins from anonymizers and
unmanaged devices.

Filter DNS for every device, on campus
and off campus.

Make laptop isolation automatic.

cf & WO N

SOURCES [14] Meyer et al. (Microsoft) 2023

Write the 2 a.m. playbook before 2 a.m.

DUOD

DUOD

SECURE ACCESS

SECURE ENDPOINT + XDR

XDR

© 2026 Cisco and/or its affiliates. All rights reserved. Gather the Data, Hack the Planet - HECC 2026

WHY MOVE 1 IS FIRST

99.22%

In a Microsoft study, MFA cut the
risk of account compromise by
99.22%, and by 98.56% when the
password was already leaked.
[14]

2023 study of Microsoft Entra ID
accounts. A statistical estimate.

o]
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Sources: statistics and research

[1]1[2][3] Ransomware attacks on US schools and colleges (study, data 2018-July 2024). Comparitech, updated 27 Aug 2024.
https: //www.comparitech.com/blog/information-security/school-ransomware-attacks/

[4] PowerSchool hacker claims they stole data of 62 million students. BleepingComputer, 22 Jan 2025.
https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-of-62-million-students/

[5] What PowerSchool won't say about its data breach affecting millions of students. TechCrunch, 10 Mar 2025.
https: //techcrunch.com/2025/02/03/what-powerschool-isnt-saying-about-its-massive-student-data-breach

[61[7] Heiding, Lermen, Kao, Schneier, Vishwanath. Evaluating Large Language Models' Capability to Launch Fully Automated Spear Phishing Campaigns: Validated on

Human Subjects. arXiv:2412.00586 (preprint), 30 Nov 2024.
https://arxiv.org/abs/2412.00586

[8]1[10] CIS, MS-ISAC, and CoSN Report: K-12 Schools Face Growing Cyber Threats Amid Resource Constraints and Rapid Al Adoption (The State of K-12 Cybersecurity

2026). Center for Internet Security, 27 Oct 2026.
https://www.cisecurity.org/about-us/media/press-release/cis-ms-isac-cosn-report-kil2-schools-face-growing-cyber-threats-ai-adoption

[9] The State of K-12 Cybersecurity 2026 (report page). Center for Internet Security, Oct 2026.
https://www.cisecurity.org/insights/white-papers/state-k-12-cybersecurity-report-2026

[11]1[12] IR Trends Q2 2026: Phishing and weaponized remote management tools drive attack chains. Cisco Talos, 28 Jul 2026.
https://blog.talosintelligence.com/ir-trends-q2-2026/

[13] IR trends Q3 2026: Actors impersonate IT help desks in vishing attacks as ransomware activity increases. Cisco Talos, 29 Oct 2026.
https://blog.talosintelligence.com/ir-trends-q3-2026/

[14] Meyer et al. (Microsoft). How effective is multifactor authentication at deterring cyberattacks?. arXiv:2305.00945, 1 May 2023.
https://arxiv.org/abs/2305.00945

[15]1[16] IR Trends Q12026: Phishing reemerges as top initial access vector. Cisco Talos, 22 Apr 2026.
https://blog.talosintelligence.com/ir-trends-q1-2026/

[17]1 Arditi et al. Refusal in Language Models Is Mediated by a Single Direction. arXiv:2406.11717 (NeurlPS 2024), 17 Jun 2024, rev. 30 Oct 2024.
https://arxiv.org/abs/2406.11717

ALL SOURCES OPENED AND READ ON 10 NOV 2026 - THE SAME NUMBERS ARE ON THE SOURCES PAGE OF EACH STATION
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https://www.comparitech.com/blog/information-security/school-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-of-62-million-students/
https://techcrunch.com/2025/02/03/what-powerschool-isnt-saying-about-its-massive-student-data-breach
https://arxiv.org/abs/2412.00586
https://www.cisecurity.org/about-us/media/press-release/cis-ms-isac-cosn-report-k12-schools-face-growing-cyber-threats-ai-adoption
https://www.cisecurity.org/insights/white-papers/state-k-12-cybersecurity-report-2026
https://blog.talosintelligence.com/ir-trends-q2-2026/
https://blog.talosintelligence.com/ir-trends-q3-2026/
https://arxiv.org/abs/2305.00945
https://blog.talosintelligence.com/ir-trends-q1-2026/
https://arxiv.org/abs/2406.11717

Sources: Cisco Duo and Cisco Secure Access

[18][20] Duo Administration — Policy & Control (Anonymous Networks; Verified Duo Push). Cisco Duo docs, read 10 Nov 2026.
https: //duo.com/docs/policy

[19] Duo Trusted Endpoints. Cisco Duo docs, read 10 Nov 2026.
https://duo.com/docs/trusted-endpoints

[21] Duo Risk-Based Authentication. Cisco Duo docs, read 10 Nov 2026.
https://duo.com/docs/risk-based-auth

[23] MFA Tokens & Passcodes. Cisco Duo, read 10 Nov 2026.
https: //duo.com/product/multi-factor-authentication-mfa/auvthentication-methods/tokens-and-passcodes

[24] Threat Category Descriptions — Cisco Secure Access Help. Cisco, read 10 Nov 2026.
https://securitydocs.cisco.com/docs/csa/olh/120966.dita

[25] Malware protection — Cisco Umbrella (platform statistics). Cisco, read 10 Nov 2026.
https://umbrella.cisco.com/products/malware-protection

[31] Duo Admin API. Cisco Duo docs, read 10 Nov 2026.
https://duo.com/docs/adminapi

[A]l Block Page IP Addresses — Cisco Secure Access Help. Cisco, read 10 Nov 2026.
https: //securitydocs.cisco.com/docs/csa/olh/120445.dita

[B] Intrusion Prevention (IPS) — Cisco Secure Access Help. Cisco, read 10 Nov 2026.
https: //securitydocs.cisco.com/docs/csa/olh/120289.dita

[C] Cisco Secure Access Subscription Ordering Guide. Cisco, read 10 Nov 2026.
https://www.cisco.com/c/en/us/products/collateral/security/secure-access/secure-access-sub-og.html

ALL SOURCES OPENED AND READ ON 10 NOV 2026 - THE SAME NUMBERS ARE ON THE SOURCES PAGE OF EACH STATION
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https://duo.com/docs/policy
https://duo.com/docs/trusted-endpoints
https://duo.com/docs/risk-based-auth
https://duo.com/product/multi-factor-authentication-mfa/authentication-methods/tokens-and-passcodes
https://securitydocs.cisco.com/docs/csa/olh/120966.dita
https://umbrella.cisco.com/products/malware-protection
https://duo.com/docs/adminapi
https://securitydocs.cisco.com/docs/csa/olh/120445.dita
https://securitydocs.cisco.com/docs/csa/olh/120289.dita
https://www.cisco.com/c/en/us/products/collateral/security/secure-access/secure-access-sub-og.html

Sources: Cisco XDR, endpoint, ISE, email and references

[22][34][35] Cisco XDR Help - Integrations: Secure Access; Secure Network Analytics; Secure Email Threat Defense; Cisco Identity Intelligence; Cisco Duo. Cisco, read 10

Nov 2026.
https: //docs.xdr.security.cisco.com/Content/Integrations/cisco-secure-access-integration.htm

[26][32] Cisco Secure Endpoint User Guide (System Process Protection; Behavioral Protection; Orbital). Cisco, 2026 edition, read 10 Nov 2026.
https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf

[27] Incidents — Cisco XDR Help. Cisco, read 10 Nov 2026.
https://docs.xdr.security.cisco.com/Content/Incidents/incidents.htm

[28] Incident Detail with Al Analysis (Beta) — Cisco XDR Help. Cisco, read 10 Nov 2026.
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